
Small and medium sized merchants or businesses that handle credit card transactions are often 
subject to PCI (Payment Card Industry) Compliance, and Network Defender can help small and 
medium-sized businesses become and remain PCI compliant.

Below is a table with the specific PCI requirement and description of how we supports each control.

NETWORK DEFENDER®

AND PCI COMPLIANCE

PCI DSS Requirement Network Defender Feature/Description

Build and 
maintain a secure 
network

Install and maintain a 
firewall configuration to 
protect cardholder data

Network Defender integrates with your existing 
firewall to enhance security through proactive 
blocking of known threats.

Protect 
cardholder data

Encrypt transmission of 
cardholder data across 
open, public networks

Network Defender Outpost AVPN provides strong 
encryption to protect data across public networks.

Regularly 
monitor and test 
networks

Track and monitor all access 
to network resources and 
cardholder data

Network Defender provides monitoring of network 
access and communications through analysis of 
firewall log data, and provides automated scoring 
and blocking of known threats.

Maintain a 
vulnerability 
management 
program

Protect systems against 
malware

Network Defender reduces your network’s attack 
surface and lowers risk of malware infection 
through daily updates against known malware 
threats and integration of numerous cyber threat 
intelligence sources.
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