JUST THE WORDS
“ADVANCED
PERSISTENT THREATS™
ARE FRIGHTENING.

Who wants to think about a prolonged
and targeted cyberattack where an
intruder gains access to your network
and remains undetected for an extended
period of time?

(©) CELERIUM com



-----
...........
--------

.........
...........
...............
............
""""""""
---------
.........
--------
------------
------------
.............
. .« . .
..........
...........
......
-----------
-------
. .
........
.......
_____
.....
a g
.
. ®

A Chinese hacking group, Silver Fox APT, hasbeen I_eve’rag'irig.trojain'iz:ed \'/e'r.sions:oi.‘ pa’gient'_ -
medical imagingso ware (Philips DICOM Viewer) to 'in_filtr‘ate’hgalmcére systéms: They gighwed'. -
unauthorized access to healthcare networks where they_have‘cbmprofni:sed s'ensitivé.dataand_ S
disrupted operations. ' o oo et e e T

NEWS 25 FEB 2025

Chinese-Backed Silver Fox Plsants
Backdoors in Healthcare Networks

Image: Infosecurity Magazine

’ _Reéear’cheré at F'orescdut_’s Vedere Labs fepQr{ed that Silver Fox APT exploited Philips DICOM
s Vie\}vqr-to' c_ieplo_y-a'backdopr, a keylbgger and a crypto miner on victims’ computers.

L Oni:e_inétaliéd_, the mal\;vgre dropped }/alléyRAT, a bagkdoor that gives attackers control of victims’
" - computers and that opéned doors.into the hospital’s networks.

-"Isthis an isolated incident? ANSWER -NO! -~
. .Celer‘ium’has'ident’ified felatebl'Alibaba.l C,Iou‘d‘buckefs'hqsting additional first-stage

" mé,lwére. :I'.his'malwé\re mimics more than the Phil'ip.s DICOM Viewer so ware, indicating broader

" targeting that extends beyond héaljchca're.: .
L QCeIér'ru.r_n has idéntiﬁéd:possib!e att'efnpts-td download fi rst-stage malware from these
Alibaba Cloud buckets on the networks of our clients. - * :
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CNETWORKDEFENDER

To help you protect your and your clients iT_assets from pyb‘efaf_tacks, including Advanced - * .
Persistent Threats, Celerium invite_zs,you to tgkea‘g’ood_ look at Net\/\ipr,k- Defender®. = -

Network Defender is the right-sized weabon to fig‘ht. againétjyst tHe'kinds: of attacks fqrgeti}]g ybu . y
and your clients. It is built from the ground up, focused on supporting small- and medium-sized =, °

companies and distributed large énterprises. Sk
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https://www.celerium.com/solutions/network-defender
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of distinct, yet complementary, .. .. VA /
automated approaches to identify A ) /) T
known or likely attackers andstop them . - - =~ .. -~

intheir tracks. Y -

4l. —;l —°

o+ NETWORK™ .- .- - .
Every attack must come fromasource . - ° ..°  _ COMMUNICATION. - = .- -~
IP address to adestination IP Address. .-~ .- - Coet T

So cyberattacks can be detectedor. - - = . - ° ' : ' . °. : .

stopped by using IP addressesasthe, . -~ .-~ .- : o et

source of truth. . ‘ : : e

With every inbound or outbound
network communication, we evaluate . - ° '
each via our automated scoring engine.
Is there a recent score generated for that
IP address? If not, we kick our automated
analytics in gear using our proprietary

. three-legged stool of analytics.

SCORING
ENGINE
» -
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.. - "SIGNAL-BASED

""" PREDICTIVE . . - - NTELLIGENCE COMMUNITY
©UUANALYTICS L ANALYTICS
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SIGNAL BASED INTELLIGENCE ...... el _' N
We created a new approach that we call - Signal- Based Threat lntelhgence‘ We avord'thlnkmg- : 4 ) . :
about the information collectedfrom threat.lntelllgence sources |n terms of malware eommand e e
and control, phishing, or ranspmware hosts Rather, we treat fhe appearance ofan rP ona. . '. S
threat intelligence source asaslgnal of bad act|V|ty ' e . R e ’. N

099&@)&)@

HIGH MEDIUM MEDIUM ° HIGH

We can then look across time and sources to determlne how strong that S|gnal mlght be at any’
moment in time. The combination of S|gnals and thelr strength a ectsour calculatlonof a-
Threat Score. o

. Number of Fimes -

Observed Seen on 4 Lists Seenon 2 Lists
. Age of Ta;get .~ 3monthsoldinall 4 cases and is no longer NEW
e . on any of the 4 lists IP address was added to both lists today
e LOW HIGH
Quality of Lists Historically, the lists have not been reliable Historically, the lists have been reliable
. : . indicators of compromise indicators of compromise
" Correlation of Lists . HIGH ) LOW )
. . LT . the same IP addresses appear on all lists the IP addresses do not appear on all lists

: Fo'r Advanced Per5|stent Threa‘ts any attempts to download flfes or communicate with the
mfrastr’ucture hostlngthe maI|C|ous executables and multl -part, flTst-stage downloads, will be
scored “9” and Wlll be blocked . .
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PREDICTIVE ANALYTICS -

Our robust collection of threat'irftel_ligence-souréeé é[lo_ws us to 'u'ée cet
Predictive Analytics to determine if an IP addressnot in Qur-Thr'egt_ 5 9
Intelligence Library shares qttributes'vx'/ith'ri.sky-lP addressesinour . ‘p
library. The number of s'h'ared_afctribufes allows us fo_predic't Lt
whether this IP address is likely to be'rﬁa[lipipus-. i . '

COMMUNITY ANALYTICS -~ .+

In 2020, Celerium was granted a pafent forour unique app'roz_ich‘tf) anohymizing bgr J
customers’ data in a real-time dataset. - - : : . . S

With a real-time data set of anonymizing custorﬁer_data’, we- ' )
can do very interesting things to improve the accuracy ef our .-
scoring and to remove false positive from the data:set. . -

Further, because we categorize our customers into size (sniall,_ .
medium and large) and sector (financial services, healthcare,

IT, etc.), we are able to identify and research abnormal

behavior in the community.

With respect to false posi_tivés, we created a noise filter using
our commu.nit'y Qafa. This noise filter allows us to compare
scoring we get from-éignal-Baséd Threat Intelligence and

. FZr’edicfiv_e-Athyt’ics agéi(lst ‘rea.l-ti'me, ne'twqu tra i_c.

" You dén’twant to lose §Iee‘p.o.ver' a prolonged and targeted
o cybe_ratiack'vyhe're an intruder gair{s aceess to your network
s and'remiains undetected for a’n.e;xten'dec_i period oftime. - -

- Andtyou don’t warit to lose sleép over any other type of . eee BTH ‘- .". coe

- cyberattack on i(our' or your client’s IT assets.. *

VISIT © CELE=RIUM.com

to Schedule a Demo of Network Defender,

& See the Cyber Defense It Provides!

O X B o

©2025 Celerium, Inc. All Rights Reserved
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